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Public law of digital transformation
Relation b/n individuals and the State

Was about withering away of the state under digital transformation
Then electronic police state
More theory-driven approach, less about observation
More about constitutional order
4 topics – 

· Part 1 – Speech, press and assembly
· Part 4 – Surveillance, search and seizure
· Aspects of current security regime and challenges to traditional const thoughtwaves
· Ex. Mapp v Ohio, assumed that 3rd party surv wasn’t serious. Pre-Mapp, Wolf v Colorado, silver platter doctrine, exclusionary principle. But now most investigative work doesn’t need the police (subpoenas)
· Part 6 – Speedy and public trial
· Interaction b/n blogosphere, 24-hr news circuit, world of complete memory and world of criminal justice and fair trial

· We are at the edge of what we mean by public trial – full digital coverage of criminal justice
· Parts 9 and 14 – What rights have we reserved and how do we carry those into 21st century?
· Const rt to privacy in DP clause, decisions relating to bearing children
· Language that dealt with idea of autonomy (freedom to walk, loaf and stroll). If you look at the real Roe, idea that there is limit to govt interference w/doctor-patient relationship

· Data Mining – what data actually does in the 21st century world and what tricks with data does with govt
· Imagine a real-time predictive model of everyone’s voting habits, etc. (like meteorology) What if anything should we do about it?
Distinction b/n public and private power in a world where data is everywhere and shared

How the conceptions used by the judges in const law opinions meet with technology?

Technology – Politics – Law
Technology – much is done b/c it’s neat. But tech is affected by politics and law

Ex. if Estonia says net connection is fundamental human right. Model to follow? Don’t understand what will happen with telcos, power structures, etc.
Goal is to think about freedom – if you don’t think about freedom and technology you won’t have freedom
Ex. how many security cameras did you see today? 
· Where is the feed going? 
· Is it being erased and recorded over? Most go to hard drive now

· Facial recognition software, group analysis software, pattern analysis of crowd behavior (used to predict behavior (like Marian’s chickens!))
· How do I get it if I’m the police? Usually just ask. If no, then get a subpoena in front of grand jury. Might need a warrant to plant the camera (inherent power to order video surveillance, Posner)
· But why bother planting one!
· No limitations on what you can do with the data

· FBI giving up on Virtual Case File

· Others may know what to do with it, and data will be around tomorrow

Is anonymity a right?
Is anonymous communication a right?
Macintyre v Ohio 1995
W/r/t to Ohio leaflet requesting name of the author Rehnquist struck it down

If there is right to anon comm – can govt require everybody to submit list of what they’re reading?

What’s the thing that isn’t privileged? The conduct? The space, the public place?
· Court in NY ruled yesterday that if police insert GPS into car, user has no expectation of privacy about location of your auto on public street

· Is it the surreptitious addition of the device?

· Now all cell phones will have GPS for 911
· Swiss tracked all cell phones for 2 years
· Was it only violation of privacy while it was secret?
· If US passed a statute saying you must tell location to govt constantly – would it have withstood scrutiny? Would it pass scrutiny now?
· What is the interest that’s violated? 
· Right to liberty w/o due process

· It’s just unconstitutional – what would liberty be if you had to report every 5 minutes to govt?
· So what if govt allows monitoring of cell phones? You don’t have to use one. But still an invasion of privacy?

· Do we only have right to privacy that we expect to have?

· 4th A doctrine heavily affected by whether people had a REASONABLE expectation of privacy to determine if UNREASONABLE search
· Given the erosion of your expectation of privacy given Dow Chemical that police could fly over and look down, do you have reasonable expectation of privacy against infrared.
· Yes – Scalia said there was a difference between plane flying over and heat-seeking infrared

· Remedy for unreasonable search has been limitation on use of the fruits of that search 

· US v Weeks – can’t use in fed cts. But that’s only 1 remedy
· Bivens - what if they don’t find anything, so there’s nothing to suppress. Damages action should result
· 21st century question – not whether you can use the data, but whether you must destroy it 
· I will give you information about myself in order to be treated better. (Now it’s I give you information so I’m not treated worse!)
· Ex. the “hospitality” industry only wants your info 

What would you add to the Bill of Rights? What would it look like?
· Don’t forget about state action – what Holiday Inn does doesn’t matter, it’s only when the police ask for it 

· No 4th A ( not unreasonably searching you. No self-incrimination privilege against gathering evidence. You don’t have expectation of privacy in other people’s business records. 

· There’s not a “search” going on 

· What would have seemed like an intrusive “search” in the past is now just what we all do all the time (ex. security at airport)

· What would have been a search is now just normal business gathering of info, which is easily available to the govt

· So what we think about our rights w/r/t “searches” doesn’t matter anymore

· Data makes connections and announces the patterns that are in it (data mining)
· Great potential to predict behavior (I can guess who you will meet by looking at cell phone bills of your friends – describes the geometry of civil society)

How do we respond?

· Is it enough to say “well you chose to get a cell phone”

· The collective decision to cellphone-ize was not decision to give up our rights!

DMCA/DeCSS litigation – video depo of Eisner on the web
Speedy and “public” trial – In 18th century can’t close doors? What does it mean in 21st century? Should evidence be publicly accessible on the web?

What does “public” mean now? What’s a public record if it’s not on the net?
If it’s not public in that sense, then it’s leverage for somebody, since info is power
What did we reserve when we found a right to privacy in 20th century?
· No policeman under the bed?

· But it must mean more than just privacy of sex
· Roe – there’s a limit to what the state can do to interfere w/relationship between doctor and patient. Later it became just the woman’s right – which lost some power
· Which relationships in life produce info where it is unconst for govt to learn and attempt to influence?

· Where can’t state influence be exercised? Over a social event
· Can govt force words into doctor’s mouths? (forced speech cases)
Which info created by our social interactions is beyond what govt should be able to learn? Not what can be evidence, but what can be used for speculation
What’s the const right of a voter not to be understood that well?
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Last week we thought about things from technology towards pol and law (inherent interrelationship)

Now we will reason from questions of law towards technology and politics

1st A is 1 sentence, at least 6 ideas:
· Speech
· Press

· Establishment of religion

· Free exercise thereof
· Peaceable assembly
· Petition for redress of grievances

Each of these becomes a whole separate area of law (“clauses”)
You might want to ask about the idea of the 1st A as 1 idea instead of 6
· The idea is about the relationship between Congress (and the states) – they shall not make many laws interfering with a range of activities that have to do with some expressive space in civil society, that should be untrammeled by legal regulation
· Tendency to assume the govt restraints in those areas are set in those areas themselves – some “test” for all of these areas
· Assumption that this 1 “test” doesn’t have an effect in the other areas
· Tendency to worry about whether adjacent rules conflict – religion clauses
· Same is true about Speech and Press clauses now
It’s hard to know what to do about the relation between Speech and Press – 
What constitutes “the press” in the age of the internet?

Can treat as two clauses, or just 2 words in 1 sentence

Speech clause sub-doctrines 
· No prior restraint
· Idea of no “abridgement” is that speech should be allowed to occur and subject to consequences later

· No forced speech
· State can’t coerce particular expressions, flag salute cases 1939-41

· First court said kids could be punished for not saying pledge, then in Barnett said they couldn’t, “Live Free or Die” case
· Protection of “wide open, robust” public debate
· NYT v Sullivan – enforcement of libel laws when directed against speech concerning public figures violates the 1st A, unless there was actual malice (falsity, reckless disregard of truth)
· Equal treatment of speakers
· In public forum, where people meet for purposes of expression, viewpoint discrimination or unequal treatment based on what they say, abridges freedom of speech

· Heckler’s Veto cases – limits placed on states rights to prevent speech that will cause social turmoil, state can’t intervene to stop hate speech
· Strict scrutiny of content-based regulation
· The purposes the state pursues must be essential, necessary state interests in least restrictive way possible

· Protection of anonymity?
· Started seeing in 1990s
The ways in which these rules are adapted to particular technologies of speech

Jurisprudence primarily grew up in period after mass newspaper publishing
· Period between Hearst and Dan Rather (relates to press activity)
· It assumes some social background

· Many case involve “the press” as speaker – prior restraint of John Doe is one thing, the NYT is something else
· The work of the SC in a world of large press
· And the Jehovah’s witnesses – who weren’t regarded as acceptable Christians
· Relates to 2 ideal sets of speakers – the big press and the little man and the cop (a member of a vilified minority)
· Principles evolve in relation to those 2 sets of speakers
What situations do we envision?

· Prior restraint we think of NY Times
· Forced speech – the pledge
· Wide open debate – NYT again

· Equal treatment – little guy w/unpopular ideas 
· Strict scrutiny - public forum like Pruneyard
· Anonymity – the independent grassroots organizer against the power of the municipality
Today the problems are of the web site
· Whether student website in CA engaged in supporting terrorism b/c of link to Zapatista statement

· Blogger engaged in publishing material

If we import the principles themselves into the Net, how would we transfer the doctrines
Try transplantation into a different social context

1. No prior restraint

See DeCSS cases
· Did 2600 violate DMCA by linking to places where a computer program is available as part of reporting on the controversy b/n the movie industry and the author?
· DVDs encrypted with CSS. Johansen had written part of free software DVD player. He wrote the part that went to disk and read the movie. He figured out how to de-scramble it. Movies said violation of 1201, trafficking in circumvention devices
· Moglen – this is legit purpose to allow people to do what they were licensed to do, which is watch the movie, not violate copyright
· In 2600 case it wasn’t what Johansen had done, but what they did by linking to the code
· Dist Ct in NY found that linking to DeCSS violated §1201

· Enjoined 2600 
· In response to 1st argument of prior restraint judge said – there isn’t really a doctrine against prior restraint, just a preference

· You can’t do anything against websites unless you enjoin them

· Compared to a communicable disease
· In the web the rule of prior restraint shouldn’t be transplanted in its previous form b/c of higher speed of communications you need it more often
· 2d Circuit affirms on difft ground
· The very principle of prior restraint was – if it’s illegal punish it after it’s been said, but censorship is not an acceptable way to prevent speech
· How far should use of PIs be used in IP cases?
· The argument arises because SPEECH IS WORKING

In a world where technology allows speech to spread more effectively, does that mean we should allow prior restraint?
Whose speech actually gets out? Whose speech actually works? 
This is the underside of the prior restraint rules – people think “maybe we shouldn’t have this rule after all?”
2. No forced speech
What if Rumsfeld said every computer has to have a license and broadcast its address every 60 seconds?
That’s like newspaper licensing and reader licensing at the same time
What can you be made to say?

If I can’t be made to say anything, then I can’t be made to say who I am?

How to use McIntrye?
Speaking and listening cases
Listening is the more interesting case – right of anonymous reading
Who doesn’t like anonymous reading?
· Companies like RIAA

· Because anonymous consumption is unregulated consumption

· Private power wants law to support its business model

· Problem will be enlistment of state action to facilitate control over property by inhibiting anonymous use of copyrighted material

Can you, by joining up a couple of existing doctrinal areas, find sufficient breadth of theories to argue for anonymity on the Net?
4. Equal treatment of speakers
Moglen - most interesting area of growth in theory

After NYT v Sullivan – Govt has to support publishers in libel claims 
E.g. special rules for fact-finding

Affirmative responsibilities for govt – not just rules not to do something
Interesting question – under 21st century what are govt’s affirmative obligations of equal treatment

Constitutionality or unconstitutionality of broadcasting?
1930s - System of regulating spectrum

· It was necessary to prevent interference
· So there must be a system of allocation of spectrum to prevent destruction of the commons by unregulated activity

· There is licensing system here – which created broadcasting, where a few favored groups have govt license to use the spectrum to communicate with large numbers of people
Radio

· Single greatest social power in the history of the world
· RCA slogan – dog listening to “his master’s voice”
· Permitted a type of social mobilization that had never been possible
· Totalitarianism = monarchy with radio?
· Enormous inequality of speaking power
All of that was justified by technical reality of interference – which is NOT reality anymore

· Today we can share frequency intelligently
· Cognitive radios
· Spectrum interference is no longer an issue
· There is no technical need to allocate spectrum to prevent commons destruction
· Is broadcasting then Constitutional?
· Can you grant that privilege to Rupert Murdoch and deny it to the rest of us, if it’s not required anymore
Right now I can’t use spectrum that has been licensed to someone else – you would be a pirate broadcaster
What is the reach of the equality principle in the first amendment?
May govt create inequality in communications when it doesn’t have to?

If the spectrum is public property - how far does the equal treatment principle of the public forum cases reach?

Moglen argues for birthright bandwidth – you’re here and you get your share
(Find something that explains spectrum stuff in lay terms – maybe How Stuff Works)

Reassess the relationship between allocations of power and the requirements of constitutional liberty
Hague v CIO – 

· Streets and parks belong to the people

· Boss Hague can’t prevent political dissent in the parks
· If streets and parks belonged to people in the 20th century for political communication purposes, then shouldn’t the spectrum in the 21st?

For next week – 
Potter Stewart says that the difference between the speech clause and the press clause in theory terms – the protection of the press is a structural constitutional provision protecting the Fourth Estate (a principle of separation of powers almost)

(Stewart says he never votes in elections b/c it would violate separation of powers)
The theory of press as Fourth Estate as it stands now

Will it mean Potter Stewart’s press clause? If not, what will it mean instead
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One paper due before Spring Break, one at the end

1. Speech 
2. Press

3. Establishment

4. Free exercise
5. Assembly

6. Petition

First Amendment (continued)

How might we read an 18th century sentence in light of 21st century facts

That sentence has come to be read as 6 separate doctrinal rules

We may come to the conclusion that sub-dividing the 1st A into clauses is a decomposition more appropriate to earlier technology than now

We may want to be more unitary in the way we read 

Overall question that changes in tech makes more pressing – 1st A is regarded as 18th century embodiment of “freedom from” rather than “freedom to”. It’s a NEGATIVE FREEDOM, from govt interference
But there are some aspects of 1st A doctrine that imply a freedom to – 
Free exercise – hard to see as just a rule against interferences with religious activity

When you read the cases - it creates positive rights

Ex. can you collect unemployment if you got fired b/c you observe Sabbath. Employer must make accommodation to religious observances of employee
There are flirtations with govt obligations to facilitate freedoms to
So, in changing social circumstances are there more freedoms to implicit in 1st A than there were before?

Last time we discussed speech clause
We touched on two fundamental questions w/r/t changes in technology
1. Prior restraint forbidden
2. Compelled speech
Prior restrant thinking – govt allows speech to occur and then deal with consequences afterwards. 
Concern with effectiveness of speech. Easier to allow Russian Jewish anarchists are easy to allow
Ways in efficacy of communication makes judges nervous about prior restraint provisions
If you can’t enjoin linking then the cat is out of the bag as soon as something can be found on the web
Prior restraint balancing – even in Pentagon Papers form - still relies on fact that newspaper is published once a day. You could destroy all the papers and no one would know what was said
Compelled speech – being forced to say something we don’t believe in
In 20th century terms – when can the ceremonies of social life force someone to express something. It’s different in 21st century

How much can we force factual disclosures we don’t want to make
NH can’t require me to put Live Free or Die on my car
Can my cell phone report my location every 90 seconds
Rule against compelled speech – is an important rule

If there’s something wrong with cell phone sending location – what is it besides compelled speech?

Well – you decide to buy a phone? But that’s a Grand Waiver theory 
Besides, you didn’t need to circulate petitions. But your identity was still protected
*Is a requirement to report to somebody all the time to report to somebody all the time an act of expression of something about you which you are compelled to undertake?
Is this end of privacy technologically inevitable? No, we can stop it
Does freedom require anonymity?
EM thinks so, I agree

If we think freedom is like Truman Show, then we don’t need anonymity

This is where the free software comes in – wants to make sure that no one can control the code
Most people think of privacy as protecting that one big secret – but it’s the fear that all the millions of pieces of data that they will put together that will be more you than you 
Ex. Tivo thinks you’re gay

Your data personality is becoming more important than your actual personality
We see this in cases of identity theft

Ex. congressman who can’t get off no fly list

Fear that the halo of data that surrounds us will matter more than who and what we are
What about when genome is cracked and they know everything about our DNA?

Compelled speech in tech environment is one aspect of question – 
Where do limits on government data gathering come from?

Freedom of the Press
Meaning of the Press clause in modern technological circumstances
Traditional understanding presented by Potter Stewart is that “congress shall make no law abridging the freedom of speech or of the press” are two separate areas
Stewart says – you have to separate as much as possible

Press is separately protected not as a speaker but as the Fourth Estate, a part of govt

Not merely as a speaker but as an institutionalized participant in the allocation of power
Really naïve? Idea of press as part of govt is a good thing?
Fourth Estate acquiring the govt – media takeover of the state
That power of 1-to-many communication becomes the perch from which govt power derives

Merger of state and “the media” – (but is the media the press?)
“The freedom of the press belongs to him who owns one”
NYT has circulation of 850,000 and daily web site readership of 7.5M
If Press adds some extra rights to speech clause – isn’t it good that now we can all cash in on those extra rights?

· BUT freedom of the press doesn’t give any of the positive rights that we might want as individuals
· Ex. not a constitutionalization of the FOIA
Used to be a minor outgrowth of freedom of the press that there were rules against overt manipulation of the press 
· Ex. Stewart says govt can’t use propaganda domestically

· After 1975 it was considered wrong for CIA to use press credentials abroad. Let alone have covert relation with press at home

· EM thought this was affirmative obligation under press clause
· Bush said he will stop paying reporters!

Seems that a reinterpretation of the press clause is compelled by changed circumstances

We are on the downhill slope of a process of disintermediation – too reach millions of people is very cheap

Ex. someone posted all the Dept of Homeland Security daily threat assessments. Some were leaked and some he got from Google cache ( cryptome.org
Blogger isn’t important because he replaced the press, but b/c they show he tenuous that separate identity of “the press” is (no longer means the power of one to reach many)
So what does it mean to say that congress shall make no law abridging freedom of speech or of the press?
· That sharp distinction b/n the two seems driven by old technology. There was only a tiny fraction of speakers who could be the press.

· Ex. the global press could not have covered tsunami without “speakers”

· Ex. press can’t control or view of a war, because the speakers are right there by the press

So what does the press clause mean in 21st century?
· Does it mean extra freedoms for more of us (e.g. I don’t have to tell my sources)?

· Does it merge into speech clause?
· Does it mean we can take a second look at things like FOIA?

In a world where everyone can have access to everything – what should public access rights be?
We put that information into the hands of a favored class called “the press”
Is press clause strong enough to bring information if congress repealed FOIA?
Ex. can’t take pictures on subways

If that’s not unconstitutional, then we can forget a larger right to information access

Can we say tomorrow that subway rule violates press clause?

What if they said “press” can take pictures? Can I say I’m the press? 

What if I’m the Straphangers Campaign who has been around a long time?
*Check out HP patent on police-blurring photos?
What we could do (
· Speech clause – could protect expression of telling people things (publish a leaked picture of the subway)
· Press clause – could protect conduct (taking a picture of the subway yourself)

· That would create classification on who is doing a particular activity – collecting information for public dissemination
· Instead of a class-based test you would have a functional test
· Move from “we protect the press in order to have a fourth estate” to “we protect the press to promote facilitation of information to the public”
· Framers probably meant – no censorship of printed material
· This was a statutory matter in England
· There was a censorship law that had expired and people were afraid Parliament might reinstitute it
· Official Secrets Act – home office may send any publisher a notice to not publish certain info
· To an originalist – they were saying “you can’t do this in the US”
· It did not mean you could mail anything through the mail (abolitionist material, obscene material or concerning abortion now)
EM – the distinction b/n press and non-press is no longer tenable. The practice of finding out and publishing is open to everybody.
What is the public responsibility to MAKE people the press? Maximize “freedom to”

EM – broadcasting limits freedom of the press, doesn’t help it
In 21st century why should power to inform be concentrate by govt act? Why should Murdoch have a license to reach 78M people and we don’t? What is it about CBS News that entitles it to reach a huge number of houses we don’t reach?
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Think Secret case
Two tendencies meeting:
· Intersection of trade secrets and 1st A

· Who is a journalist?

Kind of like tension between copyright and 1st A
· In 1967 Mel Nimmer asked why is copyright consistent with 1st A?
· There are limitations like fair use, idea/expression dichotomy that make it consistent with 1st A, and there’s a limited term
· Then nobody talked about it 
· In 90s it became more obvious there were problems with 1st A and ©
· Everybody knew this would happen with Mickey Mouse
· SC agreed that fair use and idea/expression were OK fir 1st A. They thought constant term extensions were still a finite term

Moglen wanted to give them 10 more years, in hope that SC would accept arguments in 2015 that it wouldn’t accept in 2005

Give people a chance to learn that strong digital copyright means complete total surveillance

Now trade secret law and 1st A – 

· It begins about law of contracts for secrecy
· You sign NDA and are given compensation

· The next step is accessorial liability, like tortious interference with contract
· Even people who like efficient breach are uncertain about TS – not OK to go get people drunk or pay money to leak secrets

· Now there is a deeper obligation than just commercial liability, a type of fiduciarity
· Why commerce in secrets should be protected against efficienct breach of contract isn’t clear? 
· Lawyers say it’s trustlike or fiduciary

· It tortifies contract breach
· Becomes unclear when someone who knew nothing about NDA, doesn’t know where info came into world, spreads the information and is liable in a 3rd party sense for transmission of something that was never contractually-obliged to keep secret
· 3rd party liability in TS law doesn’t come from intellectually-defensible outcome of NDA – needs legal mumbo jumbo

· The few TS academics there are puzzle over this, but courts are clear

· Even in CA where reverse engineering of TS are OK, assume there is still a role for 3rd party liability – they “should have known”
· DVD trade secrets are different than DMCA – 
· Johansen wasn’t party to any NDA

· Movie industry will say he clicked on a license that prohibited rev eng
· Courts will hold Johansen guilty of telling secret and stop websites too – on basis that they should have known it could have only been known illicitly

· In the end, no TS since so widely disclosed
· CA cases ( Injunctive relief against 3rd parties not party to an NDA
· No 1st A bar

· Similar to DMCA case we read
Think Secret says what Steve Jobs will do before he does it 

He attacks – requiring journalist to disclose himself, who turns out to be a Harvard undergrad
**Process of attempting to hold the line that TS injunction doesn’t violate 1st A is even harder than with copyright
· © is a public law bargain – in return for balance of rights for public and rights for authors a statutory structure is made

· TS bargain is a private bargain involving parties choosing to hold things in confidence for mutual benefit
· Doesn’t represent a general balancing of public interest before the parties, sufficient to give deference, in light of doctrine that people can say what they want with no prior restraint
TS law has 3 elements
1. a secret

2. reasonable measures to keep it secret, reasonably and uniformly conducted

3. and a disclosure of the secret leading to harm

Once it’s disclosed – it was always never a secret anymore
This should hold against 3rd party liability
There is a moment at which restriction makes no sense

At some point its foolish to enjoin one of the many places where the info is found
It’s not just about abeyance of damages (declining value of keeping secret)

It’s about punishing people for saying something that’s not secret anymore
(Like saying Plame is cia agent now, it’s not secret anymore – and that’s covered by statute!)
Is the kid a journalist?

The fact that WSJ is doing a worse job of finding info isn’t what makes him not a journalist
If a functional definition of journalism is what makes a journalist, then he is it

Using TS law to keep him from doing his assigned beat is no more constitutional than preventing WSJ from doing the same
Plus, he’s just a kid (
Both kids are byproduct of the digitally empowered child
1st A seems to have an age limit
To young to read, to be a journalist, etc. Children should just shut up and consumer – buy the computers, don’t report on the industry

Cultural tension – that he’s only a child is an aggravation of the offense, because it will only get worse
TS is a law, but also a public etiquette about the way we do business (and the kids aren’t involved in that)
Is he just secret because he didn’t want to lose his credibility?
Big difference is that TS law isn’t federally uniform. There is a model act, but not really there. It’s just contract law, not congressional law. These are state supreme court problems – 
Bunner? In CA Sup Ct

Him being  kid – undermines the whole constitutional theory of the press as responsible counterweight. 

Shows that act of being the press is just as universal as the act of speaking

Fourth Amendment

Problem of under-specification – “unreasonable searches and seizures”

In an environment where there were limited types of searches and seizures, judge didn’t have to worry about it

· It was just a human eye and human hand – what do you allow eyes to see and hands to grab?

· It was all about who can be in the house and under what circumstances?

· When can we go thru a man’s private papers – ransacking, fishing expeditions and inappropriate invasions of domiciles of self-respecting people

· Idea that bad things will happen when police come into home
English lived with domicile visits because of hearth-based tax – constant agitator of English politics, since bad things seem to happen
French taxed salt – caused other domicile searches
English replaced it with window tax – you can count from outside
This is world when 4th A was born – explains the concern with sanctity of the domicile
Stanley and Bowers cases – both cases where police found other “crime” when they had a warrant for something else
Stanley became a 4th A case – man’s home is his castle
Then there was tension with car cases – is there something you can sense from outside the car to let you know something’s in there
Problem of a movable castle with a state license (
Solved on basis of an illogical trick – “what was the reasonable expectation of privacy”

It’s like porn – you knew it when you saw it
What did you expect anyway?

Unreasonable was a search that interfered with your expectations – the expectations a judge would think was reasonable.
And by deciding each case they lowered the bar – after each opinion there is less you can reasonably expect
So things we can ask about now (is it reasonable to have thermal imager) would never have been reasonable. But intervening cases lowered the bar.

And new technology only made this worse
Man’s house is his castle, not a glass house
Now it’s the beeper in the car – you had no expectation of privacy on roads, so we put on a GPS. Why can’t we know where your castle is all the time, we knew about your old case.

The other problem – electronic communication

· The progression seemed to be going the other way – 
· Wiretap which doesn’t reach inside, starts out being OK
· Then Warren court revived interest in physical privacy
Reasonable expectation of privacy became a race to the bottom – bootstrapping of expectation of privacy
Video cameras – 
Only needed a warrant to put one anywhere

No wiretap statute to cover it
Still presumes there are public places and private places – and the question is when you can put in private places
Public/private distinction no longer works as a criteria to decide when search is reasonable
Self-incrimination
· 1967 Frankfurter opinion - compelling giving a blood sample didn’t shock the conscience

· Don’t have to give testimony, but “mere evidence” is OK

· Ex. Cape Cod case – asking town to give DNA samples or we’ll treat you as suspects

We now have an electronic persona that doesn’t exist in the real world – now we worry about search of the electronic person
Statute electronic privacy act – treats email as a special place
When you seize a cell phone – you get address book, dates and times, information about other people’s conversations, whole social network
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Search + seizure
· Search – activities designed to gain knowledge
· Seizure – keep that information to get into court

Search + evaluation (
Seizure + evaluation (
More searching (
Evidentiary use

Compare to Privacy – transactional privacy in the economy

Privacy – 
Data collection ( evaluation (mining) ( expression (send you an ad)
Parallel processes – 
Power to get a warrant for a search
Subpoena power to get information from 3rd parties
Much is made of the fact that search is a coercive activity and that data collection is a permissive activity (you’re told you volunteered the information)

At the end there’s not much difference either – 
Use of seized material as evidence

Use of data mined for communications with you

People aren’t worried “unless they can use it against me”
· This is the theory of the 4th A exclusionary rule – they are stating Constitutional law doctrine, borrowing the way we think about S+S

· Exclusionary rule – Weeks, Silver Platter rule, Mapp v Ohio, Linkletter, good faith exception
Principle is over and under inclusive – 
· Bothered Cardozo that some evidence should be used

· Bothered others b/c if police do horrible search and find nothing, there’s no remedy under 4th A
· Before Bivens the remedy was exclusion of the evidence
· In 1975 Bill of Rights appropriate damages actions that arise from violation of Constitutional norm
· Wrong apt was invaded – the court says the violation in and of itself imposes a damages remedy
· It meets the need not covered by exclusionary rule where nothing is found

4th A embodies a scheme like the scheme was see in data transactions – OK unless they can use it against me
What constitutes evidentiary use?
· In criminal setting “against me” means – submit as formal evidence in formal proceedings
· Doesn’t mean given to a grand jury

· It never goes anywhere b/c grand jury evidence is protected by high wall of secrecy

· Doesn’t mean used to impeach me

· Idea that you waived, you opened the door

· Rules about uses of data that are involved in Western data protection law
· If you don’t see a separate use, it’s not used to change your state as against some third party – you don’t have a right to keep party from thinking about it or evaluating it

4th A is about “places” and “things” – data that’s in analog form
Now police want information, not necessarily “things”
Ex. DeCSS case – they seized the computers. The purpose isn’t to get the computers, it’s the information on them (isn’t that true of papers, too? You needed the papers, couldn’t just Xerox them)
Why do they keep the computers? Want to show “chain of evidence”

The seizure applies to the bits, the ancillary consequences are related to rules of evidence (puts his dad out of business until trial)
Search ( evaluate ( express 
Parallel to data privacy

Prosecutor can get data governed by warrant requirements of 4th or data governed by subpoena from private parties
FBI wants a virtual case file system –
· Spent $170M on failed Carnivore project
· Problem was they attempted to do it all by themselves on specs that kept changing
· Still looking for content mgt system they can use (free s/w?) – until then they’ll use other companies (like airlines)
· Govt prefers to get its data collection done by outsourcing to people who mine data for commercial purposes
· Raw data collected in private hands

· Do you do the evaluation in-house or outsourced?

4th A designed to protect some spatial  boundary around your identity

No sense of room to experiment with being anymore
Instead of having to frame questions – answers and data connections appear for you
How could we stop private companies from data mining?
We can’t – WalMart does have a constitutional right to learn what it learns and think whatever it damn well pleases

Now what if WalMart runs for Senate?
So how do we keep this line – 
How do we keep this private entity from walking over and take political power

Could we ramp up technologies of anonymity? (digital money)
What would happen if you said we need another amendment to the constitution about right of anonymity?
What would the language be? People think you only want to be anonymous if you’re up to no good
Note - We need to find a value that resonates with regular people (people think only hackers and pedophiles want anonymity)

We have one consistent digital identity
If you could interfere with that cross linking of identity there would be less evaluative potential (but that’s exact opposite of what people want)
Policeman’s evaluation process is unconstrained by the 4th A
How broad the collection is allowed to be has been through a big change
· You can routinely do in an airport what you could barely do in a federal prison 20 years ago – your right of anonymous travel is gone
· Idea that there was a relation b/n suspicion and search is gone

· “No warrants shall issue but upon probable cause” – we see it as a technical requirement.
· Just don’t use warrants anymore

· What was the 18th century idea being expressed? 

· Shouldn’t be a search without suspicion

· Now they can be widely performed for no reason at all

· The inhibitions against surveillance have ceased to mean anything in ordinary life

The next stage of this conversation (
If you spend more time on private side (with O’Harrow) and think of all that material as being available for re-processing and re-evaluation by govt through subpoenas

What would you write statutorily or constitutionally to address as the primary problems you see as threats to liberty?
Private world generates a lot of useful data that will be used on govt side – what can we do about it?
February 17, 2005
Paper ( like a 1000 word Op-Ed piece
So what happened after September 11th?
Lots of opportunism
· Agencies had a wish list for the 90s, which they were finally able to get

· Private companies got new source of revenue

Wish list

· Had gotten 1 item they wanted with digital telephony in 1990s (ability to wiretap has to be built in)
· But their larger agenda was stable in 90s and they tried to enact whenever something went wrong

· Viet Dinh’s contribution is probably overplayed – others had tried this same bill before
· Leahy had also been around this block a few times, too
· But it’s clear they went up with a shopping list and got everything they wanted almost immediately
· O’Harrow’s congressional history a little thin

· Ron Dellums tried to stop Patriot act in judiciary committee and thought they had it stalled in House – then new bill voted on in 90 min.
· Then Daschle made a deal w/White House (same time as anthrax in his office)
· Old wiretapping was labor intensive b/c of multiple people on one line (particularity requirement)
· Now they wanted a roving wiretap for a person not a wire

· It made sense, even w/in 4th A as a technical adjustment – listen to conversations by A about X
· 4th is mostly about places, protected space
· Title III treats telephone number as outgrowth of the address – you can search or tap the phone at that place
· Roving wiretap isn’t about place anymore, it’s about identity - the subject isn’t my castle, but me

· Changes in a-c relation – they won’t throw out Stuart’s conviction on grounds that bugging communications violated the Const

· Now they take everything they can find and sort it out later
· The movement from place to identity

· “Tools” – the idea is that these are instruments of prosecutorial investigation. Tools to reach an end. 
· But it’s really a change in philosophy from place to identity

· But just saying we’re giving more tools underemphasizes the change in social understanding

· Much of Patriot act broke down barrier between intelligence agencies and police
· Cops want evidence to be admitted in court
· Spooks don’t want to admit evidence in judicial proceedings, they don’t want the info to be public at all, don’t want to create public info resources
· They tend to have different agendas w/r/t tech of surveillance

· Ex. public key encryption. Both were enemies but for different reasons, had difft needs. 

· Police wanted the key to any encrypted traffic to be available, and be able to prove in evidence that this was decrypted and is really the substance of the conversation
· Spook wants to recover comms real time and doesn’t want to explain what he can and can’t read
· Zimmerman got off for PGP
· If you prosecute him, we’ll tell ct that govt has to prove its strong scheme that’s dangerous and we’ll subpoena NSA guys to testify if they can read it. (B/c 1st A protects discussion of weak ciphers)

· Patriot act worked to identify their interests b/c each were promised what they wanted
Opportunities for private companies
Shift in what govt does – instead of searching places and prosecuting crimes it mines data and anticipates behavior 
· Problem of anticipation, the prevention of crime is goal of policing
· That’s not the form of organization the const protects – all about prosecuting crime after it happens

· **Note ( same idea as the prior restraint of speech in DeCSS case
· We have to stop terrorists/hackers/etc before they act

· Ex. all bodyguards say that if somebody really wants to kill you and is willing to die there’s nothing you can do to stop it
· After 9-11 the goal of policing is to prevent something they never thought you could
· We will prevent them everywhere in US all the time permanently
· This is a commitment to complete surveillance

· This means knowing in advance what people are going to do and stop the ones who are planning to give their own lives in an act of violence
O’Harrow answers the question he doesn’t ask ( Was this meant to occur?
· Yes, it became stated political objective of a terrified society

· That’s why you need “total” information awareness (partial won’t do)
· Homeland security is the stated political objective
So this is about what happened after identification of a social goal of perfect prevention of crime by suicidal terrorists

And there were lots of people willing to step up technologically or $$
· Compare to JFK’s announcement of a goal to put men on the moon – private companies responded 
· NASA in 60s used stuff that was already in industrial use

· Space Shuttle couldn’t be built off the shelf
Here the determination was not to just use it off the shelf – a novel determination to prevent classes of conduct on the basis of untried technology
· When this new untried stuff fails everyone will say “how did that happen” – because it’s only v 1.0
· Also true with data mining, facial recognition, etc.
· New development was occurring on the govt’s expense to try to predict and prevent certain activities

Do we think this will work to catch terrorists?

We only get this prevention of arab terrorists (not serial killers – b/c nobody thinks that’s possible, no No Child Left Behind Act for molesters)

This was built for marketing purposes – sell a few more slices of pizza

What’s the difference b/n govt and business?
· Business doesn’t need perfect prediction – they don’t care if predictions are off a little (and I don’t care as much about mistakes)
· If Pizza Hut grows market by 1-2% a year its worth what we put into it
· Govt is looking for needles in a haystack
· Why isn’t the answer “No, that’s impossible”

· If they said we’d prevent every heart attack in America they’d say no, that’s not possible
· It’s a popular cause and no one feels the invasions of privacy are that bad
· No one wants to be the one who votes against it
· So what are the other politics going on?
· Why hasn’t anything happened with the anthrax?
· They knew it was weapons grade anthrax developed by US
· German Greenpeace says we know – won’t prosecute b/c scientist will testify that we were violating laws
· This is much simpler than the terrorists – small number of people could have access – all this information awareness should have come up instantly
· O’H doesn’t discuss enough about the anthrax

· Congress could have said – if you can’t get to bottom of anthrax how can you find al queda cells

Political environment, economic environment
What about local aid to law enforcement?
· Gave police access to tools like the Matrix
· Private companies need to sell to all these locals to make $$
· Ex. NY complains that’s too much going to WY. 
· That’s because it’s spread among all those police departments. You can sell more products.
· Giving private parties more customers
· Police depts were under orders not to engage in intelligence on people – need to get these old injunctions lifted
Choicepoint was cracked 
· Only required to tell people in CA (35,000)
· It occurred in October – FBI told them they had to tell CA
· They were going to keep it secret with help of law enforcement
· Could you sue them?
· No – what could the claim be?

· “You negligently sold info and someone else did something bad with it”
· So go sue the people who did something harmful with it

· We didn’t have duty to you – they followed their own privacy policy
· Politicians love choicepoint – they mean to use this info to gain a few % points
· O’H not clear enough about what the social context is
Ex. Crypto – no one wanted to get rid of it after 9-11, because whole foundation of ecommerce rests on it. And govt doesn’t need to break encryption to see what you bought with your browser b/c they can just go to the bank. Ecommerce IS the surveillance system
How many national security intercepts are currently being done on campus? Why don’t we ask? Does it have to happen to us?
“Fascism comes to America not through the strength of reaction, but through the weakness of the good people” – Tom Hayden 1970

1st A has adapted to new circumstances but the 4th A has failed

February 24, 2005

1st paper before spring break – ONLY 1000 words
What would a const amendment that restores integrity of people to be safe in their effects now look like? What op-ed piece would you write around it?
Press Clause or Speech clause in their 21st century relationship
*Next week - municipal wi-fi 
· Leg moves against it by telcos, etc.
· Writing about the glories of free wireless in place that have it
· Balance of power in free wireless world in relation to what we’ve been talking about

· Also about 1st A affirmative responsibilities of govt – if we can give everybody free communication, must we? 

Grokster
· Lawsuit alleged contributor © infringement

· Service is distinct from Napster b/c no central server
· Grokster doesn’t have any control over content being shared

· So it didn’t violate Sony – can’t be contributory © if subt non-infringing uses
· MGM says – 
· B/c grokster chooses to use P2P structure by design this is an act of wrongdoing that should displace Sony rule
· Purposeful design that prevents control is violation

· Does movie industry really think contrib. infringement itself is enough to force net to take a particular design?
· Relates to arch of net

· It was based on idea of static routing (even though ARPA was flexible)
· Alternate routing may be done, but usu one route followed

· Relevant to how net gets bottlenecked for surveillance

· It is possible to put facility in South Orange NJ to capture packets from Europe
· People realize this arch won’t keep scaling up
· We need more P2P based routing structures

· No servers or clients, just parties acting as both
· It becomes full duplex – runs in both dirs at once

· To Eisner you want a one-way street, big pipe to send to you, little bit to send back your payment info
· Ex. DSL you get 128k up/768k down for $39.99/mo
· If you want more up, they’ll charge you for business DSL
· We never want to give you enough bandwidth to have a server or send out video
· Why can’t consumer decide how to divide it?
· As a carriage provider verizon shouldn’t care, but as a content provider they do
· It’s like a phone that charges one amount to listen, but more to talk
· When you give people the bandwidth (like on campuses) they share stuff – they balance their bandwidth up and down
· Balancing bandwidth up and down gives everybody better down

· Ex. a movie. In hierarchical structured net, the # who can get it are the # who will fit in the pipe. 

· In an ideal world it won’t go to customers. It will go to pumps, each possessing servers w/more pipes out
· Now the total # who can see it is higher

· Pump companies – Inktomi, Digital Island, Akamai (pushes people’s sites by proxy)
· That’s the best that can be done in a hierarchical network
· This pumping becomes a service they can charge a lot for
· The content provider has to decide in advance
· In a P2P system like BitTorrent everybody in the ring gets a piece of the movie
· They all are exchanging them
· The speed at which everybody gets it is based on total amount of bandwidth in the torrent – total of upload + download in each

· That’s why large files can be shared now in the net
· This isn’t just about file sharing – it’s a future for the arch of the net
· It works beautifully in mesh networks – thick clouds of computers connected with thin pipes that are balanced
· Ex. wireless is symmetric protocol. 10mbs wireless can do jobs that faster hierarchical networks can’t do
· This is scary to Verizon, b/c this is the better way to do the phone system
· Skype VoIP works like this
· This is also not ideal for spooks and cops
· Increases difficulty of seeing who sends what to whom using what services when
· If you encrypt the data before sending into the torrent and detection of content is impossible – not just for © owner but for state censor
· To prevent this – cramp people’s ability to upload
· So this is one aspect of the dispute against Grokster
· Who cares if Grokster goes away?
· BitTorrent will be the next lawsuit

· Argument is clear – if you build a network this way you’ve done wrong, just by building it that way 

· Non-hierarchical design is itself a sign on contributory © infringement
· This has been treated as willful blindness 

· They aren’t doing it to harm you – just realizing how the net as a whole will need to be

· SupCt shouldn’t change whole arch of net w/o something by congress
O’Harrow book

Who cares about the public/private distinction any more?

Hard from 1st A point of view to control what ChoicePoint says about me – don’t they have 1st rights?
What if we give right to see our credit reports for free once a year?
· Is that adequate? 
· It’s not just speech – that’s why I want regulate it
· But now when speech works we’re more interested in regulating it
· (Like the functional speech in DeCSS)
· How to tell them from the Washington Post – which can investigate me and publish info

· Can I claim a property right in my information?
Questions (
· So is failing to take good care of that information something for which liability attaches? If you forced them to internalize more costs would that change behavior?

· What if there was a national tort with private right of action?

· Under 1974 fair credit act – you’re not liable for fraud committed if your card is stolen. Only liable up to $50, even if you failed timely to report it. The issuer is liable
· $3 trillion (1/2 GDP) passes thru MC and VISA
· Cost of fraud borne by credit card industry is “only” $6B
· They just raise cost of credit card a little – complete redistribution of losses
· If you make ChoicePoint liable – just a cost of doing business

· Shift in liability won’t actually change behavior
· 30 second credit approval is a big part of American life - that’s what all this data does for consuming America. No more loan approval officers
· ChoicePoint criminals were crooks who set up real companies – so what did CP do wrong?
· Secret Service probably found the CP problem when investigating a fake check cashing service – then told them not to notify people
· Debit cards are the worst – they kept the information stream and you lost the consumer protection
· Can I turn my information into my property?
· Gives me the right to exclude

· When you turn it into property you give owner right to exclude
· But what kind of property right?
· Copyright won’t work b/c of idea/expression dichotomy

· Bush tapes – there’s an argument Bush has ©
· What about a “personal data right”?
· Charles Black article on 9th A claims
· What legal principle do you use to say you’re attached to some information?
· It’s not even the info itself that’s a problem – it’s the second and third order inferences that are made

· None of that is my property – even if I can secure the details of my personal life
· It’s the aggregation that’s an order change in what’s happening
· Ex. John Aristotle Philips thesis on building an atomic bomb
· Went in business in 90s and got voter registration rolls
· It’s a data model – constantly looking for connections in itself
· Data has become autonomous

· Enterprise wants data to answer questions before it has them
· What connections are in there we haven’t thought to ask for?
· That’s data mining
· Under 4th A I have a privacy in a “place”
· Searching was a place-related activity. Now it’s an identity-related activity

· How can we protect our identities like we protect our places?
· The system of surveillance is built by market rationality for market purposes and gets co-opted by forces of order keeping at the end
